NudopmanuoHHas naMATKA /151 HECOBEPILICHHOJETHHUX 110 BOIIPOCcaM
knoOepOe3onacHocTu B cetu «MMHTEepHE)

KomnbrotrepHbie BUpPYCHI

KoMmnproTepHslii  BUpyC - 3TO  Pa3HOBUAHOCTh  KOMIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENFHOH  OCOOEHHOCTHIO  KOTOPOW  SIBISIETCS  CHOCOOHOCTH K Pa3MHOXKEHHIO
(konmupoBaHMI0). B 1omosHeHWe K 3TOMY, BHPYChl MOTYT MOBPEIUTh WM HOJHOCTHIO
YHUYTOXXUTh Bce (Daisibl U JaHHBIE, OJKOHTPOJbHbIE OJIb30BATENI0, OT IMEHU KOTOPOro ObLia
3alylleHa 3apak€HHas IPOrpaMMa, a TakKe MOBPEIUTh WM JaK€ YHUUTOXKUTH ONEPaLlMOHHYIO
cUCTeMy €O BceMHu (ailiamMu B 1ejoM. B OOJIBIIMHCTBE CIyyaeB paclpOCTPAHSIOTCS BUPYCHI
4yepe3 UHTEPHET.

MeToabl 32a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM:
1. Ucnonb3yii coBpeMEHHbIE ONEPALlMOHHbIE CUCTEMbI, UMEIOIINE CEPbE3HBIA YPOBEHD 3aAILUThI
OT BPEJOHOCHBIX ITPOTPAMM;
2. IloctosHHO ycTaHaBiuBal martyd (UMQpOBBIE 3alIATKH, KOTOpPblE aBTOMATHUYECKU
YCTAQHABJIMBAIOTCS C 1€NbI0 J0pa0OTKM MporpaMMbl) M JApyrHe OOHOBJIEHUS CBOEH
OTIepalMOHHOM cucTeMbl. CKaunBai MX TOJBKO C OHUIMATIBHOTO caiita padpadotunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIIEHUS, BKIIIOUYH €T0;
3. PaGoraii Ha cBOeM KOMIIbIOTEPE MO/ [IpaBaMu MOJIb30BATElNs, a HE aMUHUCTpaTOpa. JTO He
MO3BOJIMT OOJBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HMHCTAJUIMPOBATHCS HA TBOEM IMEPCOHAIHLHOM
KOMIIBIOTEPE;
4. Vcnonb3yil aHTUBHUPYCHbIE NPOTPaMMHBIE MPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;
5. Orpannyb (pu3HYeCKHid JOCTYH K KOMIIBIOTEPY U1l TOCTOPOHHUX JIULL;
6. Vcnonb3yil BHENIHME HOCUTENM HH(OpMaluu, Takue Kak (iemika, AUCK Wian (ain u3
Wurepnera, TOJIBKO u3 IIPOBEPEHHBIX HCTOYHUKOB;
7. He oTkpbiBail KOMIBbIOTEpHBIE (hallIbI, MOJyYEeHHBIE U3 HEHAIEKHBIX UCTOYHHMKOB. Jlaxe Te
(aiinbl, KOTOpbIE pUCIa TBOM 3HAKOMBIN. JIyyllle yTouHHM y HEro, OTIPABIISII JIM OH TeOe UX.
Cern WI-FI

C nomompto WI-Fi MOXHO MosydnTh O€CIUIaTHBIM MHTEPHET-IOCTYI B OOIIECTBEHHBIX
MecTax: Kade, OTeNsX, TOProBbIX IEHTpaX U al’pomoprax. Tak ke sBISETCS OTIUYHON
BO3MOXHOCTBIO BbIx0J1a B IHTepHeT. HO MHOTHE 3KCIepThI CUUTAIOT, YTO 00IIeA0CTynHbIe Wi-
Fi cetu He aBnstoTCS 0€30MaCHBIMU.

CoBeTbl 110 6e30IACHOCTH PAGOTHI B 001ETOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 uHpopManuio depe3 obmiepoctynasie Wi-Fi cetn. PaGotas B

HHUX, X€JIaTCJIbHO HE BBOJUTH MMAPOJIM JOCTYIIA, JIOTHUHBI U KAKHUE-TO HOMEPA,



2. Ucnonws3yit u OOHOBJISAH aHTUBHUPYCHBIE MPOrpaMMbl W OpaHmMayl’p. TeM camMbiM Tbl
o0e3omacuiib cedsi OT 3aKauKH BUPYyca Ha TBOE YCTPOWCTBO;
3. Ilpu ucnonb3oBanuu Wi-Fi otkmroun ¢yakmmo «O0mmii qoctyn K (aiinaM U mpuHTepam».
Jannast ¢GyHKIuUS 3aKpbITa IO YMOJYAHUIO, OJHAKO HEKOTOPbIE MOJB30BATENN aKTUBUPYIOT €€
TSl y10OCTBA MCTIOJIb30BaHUs B paboTe WU yueoe,;
4. He ucnonn3yit myonuunbiii Wi-Fi ans mepenaun JIMYHBIX JaHHBIX, HAPUMEp, Ui BBIXOJA B
COIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;
5. Wcnonp3yii Tosbko 3ammuiieHHoe coenunenue yepe3 HTTPS, a ne HTTP, 1.e. nmpu Habope
BeO-aapeca BBOIU UMEHHO «https://»;
6. B moOmneHOM Tenedone orkimoun ¢ynknuio «llogxmrouenne k Wi-Fi aBromatuueckun». He
JIOITyCKail aBTOMAaTHYECKOTO MOAKIIOYCHUS yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacusi.
CounajabHble ceTH

CommanbHass ceTh - O3TO CailT, KOTOpPBIM MPEJOCTaBISET BO3MOXKHOCTh JIIOJISIM
OCYIIECTBIISITH OOLICHNE MEXTy CO00i B MHTEepHETE. Yale Bcero B HUX JUIS KaXI0TO YeIOBEKa
BBIIETISICTCSl CBOS JIMYHAs CTpPaHWYKa, HAa KOTOPOM OH YyKa3blBaeT O ce0e pasiInyHylo
uH(pOpMallMIO, HAUWHAs OT UMEHH, (PaMUITUN U 3aKaHYMBas JTUYHBIMH (hoTorpadusimu. MHorue
MOJIb30BATEIH HE TOHUMAIOT, YTO HHGOpMAIs, pa3MELIEHHAas! MU B COITHANIbHBIX CETSIX, MOKET
ObITh HaliJleHa W HUCIOJb30BaHA KEM YroJHO, B TOM 4YHCIE HE O00s3aTeIbHO ¢ OJaruMu
HaMEPCHUSIMHU.

OcHOBHBIE COBETHI 10 0€30IACHOCTH B COIHAJIbHbBIX CETSIX:

1. Orpanuub crucok japy3ed. Y TeOs B ApYy3bsX HE JOJDKHO OBITh CIy4allHBIX M HE3HAKOMBIX
JIIOJIEN,

2. 3ammiail cBO 4acTHYIO >Xu3Hb. He ykasbiBail mapoiu, TenedoHbl, aapeca, JaTy TBOETO
POXJIEHUS U JIPYTYI JUYHYIO HH(pOpMAaIMio. 37I0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh JIAaXe
UH(POPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amumai CBOIO penyTaluio - JEepKH €€ B YUCTOTE U 3ajaBail cebe BOIMPOC: XOTeN OBl THI,
4yTOOBI JIpyrye TOJIb30BATENM BHJETH, YTO ThI 3arpyxaemib? [lomymait, mpexae yeM 4YTO-TO
OIMyOJIMKOBATh, HAMKICATh U 3aTPY3UTh,

4. Ecnu Tl TOBOPHILB C JIIOJbMH, KOTOPBIX HE 3HaEllb, HE HCIOJIb3YH CBOE peaJlbHOEe UMs U
JIPYTYIO JUUHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MpoyYee;

5. N3berait pasmenienusi ¢otorpaduit B HTEpHETE, TAe ThI M300paKEH HAa MECTHOCTH, IO
KOTOPOH MO>XHO ONPEAETUTh TBOE MECTOMOI0KEHHUE,;

6. Ilpu perucTpanuu B COLMAIBHOM CETH HEOOXOAMMO HCIIONB30BaTh CIOXKHBIE MapoJiy,

cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. JIna conrabHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO HCITOJIB30BaTh Pa3HbIC MAPOJIH.
Torna ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.
JIeKTPOHHBbIE 1eHbIH

DNEeKTPOHHBIE JEHbIM — 3TO OYEHb YAOOHBINA CIOCOO IMaTekei, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TH JAE€HBIH.

ONEKTPOHHBIE JEHBIU IMOSBUIMCH COBCEM HEAABHO U MMEHHO H3-3a 3TOIO0 BO MHOTIHMX
rocyapcTBax 0 CUX IMOpP He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun jxe onu QyHKIHOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, T/Ie UX Pa3JeisaioT
Ha HECKOJIKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHBIE. Pa3HuIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3penraeTcss MPOBOJUTH Omepanuu 0e3 WACHTH(PHKAIMK MOJh30BaTes, a B HE
AQHOHHMMHBIX UICHTU(DUKAIINH MTOJIb30BATENS SBISIETCS 00s13aTEbHOM.

Taxxke cienyer paznuyarh 3JIEKTPOHHBbIE (UATHBIE NEHBI'M (PaBHBI TOCYJAapPCTBEHHBIM
BaJIFOTaM) U AJIEKTPOHHbIE HE(QHUATHBIE IEHbI'M (HE paBHbI TOCYJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30ACHO padoTe ¢ 3JeKTPOHHBLIMH JIeHbIAMM

1. IlpuBsku K cyeTy MOOWIBHBIM Tene@oH. DTo camblii yHOOHBIE W OBICTPBIM crOCOO
BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHbI TenedoH IMOMOXKET, eciu 3al0yJelib CBOM
IJIATEKHBIN MMAPOJIb UM 3aAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;
2. Ucnonp3yii ogHOpa3oBbie mapoiu. [locie mepexoa Ha YCUIICHHYIO aBTOPH3AIUIO TeOe yiKe
He OyJeT yrpoXarh ONMAacHOCTh KPaXXH WM IepexBara IJIaTeXHOTro NapoJs,
3. Boibepu cnoxsbiii nmaponb. [IpectynHukam OyneT He MPOCTO YyraaaTh CIOXKHBIM Hapob.
Hanexxnble mapoiau — 3TO Mapoiiu, KOTOPbIE COJIEpKaT HE MEHEe 8 3HAKOB U BKJIIOYAIOT B ce0s
CTpPOYHbIE U HPONUCHBbIE OYKBbI, HU(PHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HAK J0JuIapa,
¢byHTa, BoCKJIMLATeNbHbIN 3HaK U T.1. Hanmpumep, StROng!;
4. He BBOAM CBOM JIMUHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.
DJIEKTPOHHASA MM0YTa

DneKTpOHHAas oYTa — 3TO TEXHOJIOTHUS U MPEJOCTaBISIEMBbIE €0 YCIYTH O MEPECHIIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIECHHUH, KOTOpPBIE PACHPEACSAIOTCS B KOMIIBIOTEPHOW CETH.
OO06BIYHO AJIEKTPOHHBIN IIOYTOBBIA  SLIMK  BBITJISAUT CIIEYIOIIUM o0pazom:
UMs_TIOJIb30BaTeNA(@HUMs_JOMeHa. Takke KpoMmMe TmepeJayd MpOoCTOro TEKCTa, HMeeTcs
BO3MOXKHOCTh MepeaaBarh (paisl.

OCHOBHbIE COBETHI 0 0€30MACHOI Pa0d0Te C IJEKTPOHHOM MOYTOM

1. Hamo BbIOpaTh mNpaBUIbHBIA MOYTOBBIA cepBucC. B HHTepHeTe ecThb OrpoMHBIA BBIOOp
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle JOBEPSITh TEM, KOTO 3HAellb U KTO MEPBBINA B

pEUTHHrE;



2. He ykasplBaii B JMYHOW MOYTE JWYHYI0 wHGopMmanuio. Hampumep, nydme BbBIOpaTh
«My3BIKaNbHBIN _(panaT@» wim «pok2013» BMecTo «remal 3y,
3. Vcnonb3yil ABYXATAlHYI0 aBTOPU3ALMI0. DTO KOI/la IOMHUMO IapoJisi HYKHO BBOJAMUTH KOJ,
npuchUIaeMblii 10 SMS;
4. BeiOepu Cl0KHBIN Tapodib. JIJIsT KaXKI0T0 MOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJEKHBIMH,
YCTOWYMBBIN K B3JIOMY I1apOJIb;
5. Ecim ecTtb BO3MOXHOCTh HalMcaTb CAaMOMY CBOM JIMYHBIM BOIIPOC, HCIOJNB3YH OTYy
BO3MOKHOCTb;
6. Mcnonb3yih HECKOJIBKO MOYTOBBIX SIMMKOB. [IepBbIi 11l YaCTHOM MEPENMUCKH C aapecaTaMu,
KOTOPBIM ThI JOBEPSAEIIb. DTO IEKTPOHHBIN aJIpec HE HA/J0 UCII0JIb30BATh IPU pErucTpaluy Ha
dopymax u cailrax;
7. He otkpbiBail ¢ailinbpl U Apyrue BIOXKEHUS B MUChMax Ja)K€ €ClIM OHH MPUILIM OT TBOUX
npy3ei. Jlydie yrouHU y HUX, OTHPABISUIN JIU OHU TeOe 3TH (aiiisbl;
8. Ilocne oxoHuaHUs pabOTHl HA MOYTOBOM CEPBUCE IEPE] 3aKPhITUEM BKJIAJKU C CAaliTOM He
3a0y1p HAXKaTh Ha «BBIATIHY.
Kn6epOy/uIMHT MM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnuHr - mpeciieoBaHHe COOOUICHUSIMH, COAEpXKAIIMMH  OCKOPOJIEHMUS,
arpeccuro, 3alyruBaHue; XyJIUTaHCTBO; COLMATbHOE OOMKOTHPOBAHHE C MOMOUIBIO PA3TUYHBIX
WHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI IO 0OpLOE ¢ KHOEPOVJIJIMHIOM !

1. He 6pocaiicst B 60#. Jlyumuii coco6: mMOCOBETOBAThCS KakK ceOsl BECTH M, €CIM HET TOTro, K
KOMYy MOXKHO OOpaTuUThCS, TO BHauaje YCHOKOWUThCA. Eciaum Thl HayHelmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO €111 0O0JIbIIe pa30XKellb KOH(IUKT;

2. Yrpasinsii cBoel KubeppenyTraruei;

3. AHOHMMHOCTb B ceTd MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBIICHUTh, KTO CTOUT 32 aHOHHMHBIM
AKKayHTOM;

4. He crout BecTH XyJIMTaHCKUH oOpa3 BUpTyaibHOW >ku3HU. IHTEpHET uKcupyeTr Bce TBOU
JIeMCTBUS M COXpaHSAET UX. Y JaluTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Benu ce0s BEKINBO;

6. UrHopupyil enuHuuHblii HeraTuB. OJHOpPa30BbIE OCKOPOWUTENbHbIE COOOLICHHS JIydIle
urHopupoBaTh. OObIUHO arpeccusi IpeKpaniaeTcs Ha Ha4aabHOU CTaauH;

7. banp arpeccopa. B nmporpammax o6MeHa MIHOBEHHBIMH COOOIICHUSMH, B COL[MANIBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH C ONpeeIeHHBIX a/IPECOB;

8. Ecnu Thl cBuzaerens kuOepOy/inHra. TBOM NEMCTBHS: BBICTYNUThH NMPOTUB IPECieI0OBaTENs,

ImoKasatrb €My, 4TO €ro ,Z[el\/’ICTBI/ISI OLCHUBAKOTCA HETaTUBHO, MOAACPKATL KEPTBY, KOTOpOﬁ



HY>KHa TICUXOJIOTUYECKasi MOMOIIb, COOOIIUTh B3POCIBbIM O (DaKTe€ arpeCCUBHOTO MOBENEHUS B
CETH.
MoOunbHbIi Tesie)oH

CoBpemennble cMmapTdOHBl U IUIAHIIETHI COAEpKAaT B ce0e BIIOJIHE B3POCIHbII
GyHKIIMOHA, W Tenepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIBIOTEpaMHU.
OpHako, CpeACTB 3aIUTHI U TOJOOHBIX YCTPOMCTB MOKa 04eHb Maso. TecTHpoBaHHE U TIOMCK
ySA3BUMOCTEM B HUX INPOMCXOAUT HE Tak MHTeHCHBHO, Kak miA IIK, To xe camoe kacaercsa u
MOOUJIbHBIX MPUIIOKEHHH.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXkKe MPaKTUYECKH JOTHAM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimupeHre (yHKIMOHAIa BIEYeT 3a €000 OONBIIYI0 CIOKHOCTh W MEHBIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOU3BOJUTENM BBITYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBEThI LIS 0€30MACHOCTH MOOHJILHOIO Te.]'le(l)OHa:

1. Bynb octopoXkeH, Beb KOTJa TeOe MpeaiararoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh
CKpBITBI KaKue-TO MJIaTHbIE YCIYTH;
2. JIymaii, npexzae uyem otnpaButb SMS, ¢oTo umu Buaeo. Tol TOUHO 3HaElb, I7Ie OHU OyayT B
KOHEYHOM UTOTe?
3. Heo6x01umMo 0OHOBIISTH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMapT(QOHa,
4. Vicnonp3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsi MOOMIIBHBIX TeNe(OHOB;
5. He 3arpyxail OpuiIOKEHUS OT HEM3BECTHOTO HCTOYHHMKA, BEIb OHHM MOTYT COJEpXKaTb
BPEIOHOCHOE MPOrpaMMHOE 00ecIIeUeHHe;
6. [Tocne TOro Kak Thl BBIMJIENIb C CaiiTa, I/1€ BBOJWI JUYHYI0 HHPOPMAIUIO, 3aii/I1 B HACTPOUKH
Opaysepa u ynanu cookies;
7. Ileproauuecky MpoBepsiii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDE;
8. laBail cBOil HOMEp MOOMJIBLHOrO TeseOHA TOJBKO JIOJASM, KOTOPBIX Thl 3HAellb U KOMY
JIOBEpsICIIIb;
9. Bluetooth momkeH ObITH BBIKIIOUEH, KOTAAa Thl UM He Mojb3yemibcs. He 3a0biBail mHOrIA
HPOBEPSATH 3TO.
@UIIMHT WIH KPaXa JHYHBIX JTaHHBIX

I'maBHast mens ¢ummHT - BHIa VHTEpHET-MONICHHWYECTBA, COCTOUT B IMOJNyYCHHH
KOH(HICHIIMATIbHBIX JAHHBIX IOJIb30BaTeNeil — JOrMHOB M maposieid. Ha aHrnmiickom s3bike
phishing uyntaercs kak ¢pumuHr (ot fishing — ps16Has 0B, password — maposb).

OCHOBHBIE COBETHI M0 00pHL0e ¢ GUIIMHIOM




1. Cnenm 3a cBOMM akkayHTOM. Eciii ThI moj03peBaeiiib, YTO TBOSI aHKeTa OblLia B3JIOMaHa, TO
HEO00XO0UMO 3a0JIOKUPOBATH €€ U COOOIINTHh aMHHHCTPATOpPaM pecypca 00 3TOM KaK MOXKHO
cKopee;

2. Ucnonw3yit 6e30nacHbie BEO-CalThI, B TOM YKCIIE, MHTEPHET-MAara3uHOB M IIOUCKOBBIX CUCTEM;
3. Hcnonw3yit ciioxkHBIE W pa3Hble MHapoiad. Takum oOpa3oM, eciu TeOs B3JIOMAalT, TO
3JI0YMBIIIJICHHUKH MOJyYaT AOCTYI TOJIBKO K OJJHOMY TBOEMY MPOMUIIIO B CETH, a HE KO BceM/

4. Ecnu TeOs B3JOMalM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPHIE
00aBJICHBI Y T€OS B APY3bAX, O TOM, YTO TE€OS B3JIOMAIHA M, BO3MOXKHO, OT TBOETO UMEHH OyJIeT
pacchUIaThCs CIIaM M CCHUIKU Ha (DUIIMHTOBBIC CAUTHI,

5. YcraHoBu HaJEKHBIN apoJib (PIN) Ha MOOMITBHBIH TeneoH;
6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He otkpbiBail ¢ailinbpl U Apyrue BIOXKEHUS B MUChMax Ja)K€ €ClIM OHH MPUILIM OT TBOUX

apy3eil.  Jlyume  yTouHm |y  HHMX, OTHpaBSUIM  JU  OHM Tebe 3T Qailisl.



